Issue 7

Code of Practice
in relation to Calling Line Identification and
Other Calling Line Identification Related Services

Foreword

According to the Statement No. 1 “Interconnectiond aRelated
Competition Issues” issued by the Communicationghduty (CA) on 28
March 1995, Calling Line Identification (CLI) is tegral to the efficient
operation of modern telecommunications networkshas type of signalling
information allows the introduction of the advandeléphone services to Hong
Kong. The CA considers that CLI is necessary foonget and efficient
interconnection. Therefore the CA is minded thatl Ghould be ubiquitously
available to each and every network operator dt aad every interconnection.

2. The following constitutes a Code of Practicth€" Code") for External
Fixed Telecommunications Network Services operaostelecommunications
operators using numbers and codes allocated b #éor fixed and mobile
services in accordance with the “Code of Practiedatihg to the Use of
Numbers and Codes in the Hong Kong Numbering RGap(106)” (hereafter
referred to as “Operatory. The Code governs the responsibilities of the
Operators, as well as the providers using shoréessccodes or numbers for
External Telecommunications Services (ETS) (heeeafteferred to as
“Providers”), in relation to the transfer and mamagnt of CLI information and
provision of Calling Number Display (CND), CallingName Display
("CNAMD") and other related services. The Code mgsplto all calls with
origination from and/or termination at networkstioé Operators and Providers.
In case there are technical or operational diffiealin providing CLI to another
network, the Operator or the Provider has to justd case to the satisfaction of
the CA.

3. The CAreserves the right to amend and appradifioations to this Code,
as and when necessary. Amendments may be made BAthnder one or more
of the following circumstances:

! For avoidance of doubt, “Operators” referred tothie Code shall include, but not limited to licezsef
External Fixed Telecommunications Network Servitiesnce, Fixed Telecommunications Network Services
licence, Fixed Carrier licence, Public Mobile Radlephone Services licence, Personal Communications
Services licence, Mobile Carrier licence, MobilatWal Network licence, Services-based Operatombeefor
Class 1/2 and Unified Carrier licence.
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» with the unanimous agreement of all the Operatacs al the Providers
to which the Code will apply if the amendments agde;

» toreflect a change in the Hong Kong legislation;
» toreflect a decision of the Privacy CommissiommgrHersonal Data;
» toreflect a determination, consent or directiothef CA; or

» if the CA considers that such amendments are nagedsaving taken
into account the views of the Operators and thevileos and to whom
the Code will apply if the amendments are made,arydother bodies or
individuals that the CA considers appropriate.

4. Nothing in the Code absolves an Operator or aviéker from operating
according to the terms of its licence and / or Begislation in force in Hong
Kong. In case of a conflict between the Code athdeamce condition, the latter
should take precedence.

Interpretation
5. Inthe Code,

"available" means that CLI is for transmission be tNTP of the terminating
network;

"Calling Number Display” ("CND") means the delivesf/caller's calling data to
the recipient of the call at his NTP that allowmhb gain access to the calling
party's CLI. This could be in the form of data thatdisplayed, recorded,
interpreted by a database or provided by means alidio message, or by other
means;

"Calling Name Display" ("CNAMD") means the deliveof caller's name data
to the recipient of the call at his NTP that alldws to identify the calling party.
This could be in the form of data that is displayestorded, interpreted by a
database or provided by means of an audio messagby other means.
CNAMD service may only be provided together witle tBND service and will
not be made available as a standalone service;

"NTP" (network termination point) means a distribat point (DP) for

2



connection between a network and a block wiringesysof a building, or a

telephone socket for connection between a netwadkcastomer equipment, or
an air interface linking mobile customer equipmenta mobile network, or a
logical point that can be identified by means gpacific network address which
is linked to a number or code assigned to an estbmer;

"out of area" (“O”) means that CLI is not for tramssion to the NTP of the
terminating network in circumstances other thanmtinee CLI data is classified
as "private". Nevertheless, CLI, if available, wile sent between networks
ubiquitously with the appropriate class type;

"originating network” means the network of an Oparavhich assigns the
number or code to the calling party or which pregdhe calling party with a
service in association with the number or codectlyeassigned or allocated by
the CA;

"private” (“P”) means CLlI, if it is available, isoh for transmission to the NTP
of the terminating network because the callingyph#s taken specific action to
indicate to the originating network that the CLItbe call(s) he makes on that
particular telephone line should not be availalléha NTP of the terminating

network;

"receiving network" means the network of an Opearataeceipt of a call across
any interconnection. It can be a transit network tgrminating network;

"terminating network™ means the network of an Opmravhich assigns the
number or code to the called party or which prositlee called party with a
service in association with the number or codectlyeassigned or allocated by
the CA; and

"transit network” means the network of an Operatgolved in the conveyance
of a call which is neither an originating netwoi & terminating network.
Applications of CLI

6. CLI has the capability to make possible a wideety of applications. In
general, the following applications can be providedugh the use of the CLI

information available within a network and betwestworks:

* billing purpose
» call processing



» call screening/call blocking from particular lines

» tracing of nuisance calls/malicious calls

» enhanced customer handling service (e.g. operasistance service)

» emergency calls (e.g. police/ambulance controlregnt

» provision of CLI information to end users (e.g. li©@ Number Display)

The above list only illustrates some possible aapiibns of CLI information
and is not meant to be exhaustive. Operators aodders are not necessarily
restricted from introducing new innovative serviesslong as this Code is not
violated.

Privacy Safeguards

7. In handling CLI information including uses, stge and disclosure of CLI
information or information derived from it, the Qp#ors and the Providers shall
comply with:

* the laws, rules and regulations of Hong Kong, amcparticular those
related to the Personal Data (Privacy) Ordinan@p(@86); and

 their licence conditions regarding confidentialycustomer information.

In addition, the Operators and the Providers shék note of the following in
handling the CLI information:

» The Operators and the Providers shall not use @fiokmation provided
by the data subject or obtained in the course e@ptiovision of service to
their customers, other than for and in relationthte provision of the
service.

* The Operators and the Providers shall not disdloseCL| information of
a data subject, except with the consent, implie@gxress, of the data
subject.

* The Operators and the Providers shall take alltjpadcsteps to ensure
that callers' CLI information is correctly transtad through their
networks.



* The Operators and the Providers shall take alltjpadcsteps to ensure
that their employees or agents will not reuse theiormation provided
to them by their customers.

Requirement of CLI

8. In the case of a call from an originating netsydCL|I means the signaling
information which enables the calling party's numioebe identified and which
Is transmitted through one or more networks. ltusthde the actual number of
the calling party from which the call is being mdtigalling party number"), and
any name or information to supplement this numbdwukl only appear in
addition to the number and not as its substitutegdneral, when a call is made
from an originating network to a terminating netiyathe CLI information is a
network-to-network data and will be routed from thrgginating switch of the
originating network to the terminating switch ofettterminating network. In
some exceptional cases, the calling party numhanateoe readily identified by
or available to the receiving network. To faciatall tracing for emergency
purposes and other call management purposes, thefokmation, which can
help identify the calling party, should be sentrave call made from :

O a private automatic branch exchange (PABX) whiatnoa provide the CLI
information at its interface with the public netior

» the originating network to which the PABX is contezt shall set a CLI
equivalent to one of the numbers within the numigerange assigned to
the PABX and, where applicable, a name or otherplsapentary
information as determined by the operator of th&RAor returning calls
to the extensions of the PABX; and

» the calls shall be set as "O" (signifying “out eéa’) by the originating
network and the calling party number or the callpagty name shall not
be displayed in the terminating customer equipmant;

» the calls shall be set as “available” by the omgiimg network and the
calling party number or the calling party name kbal displayed in the
terminating customer equipment provided that refgrncalls can be
answered by the operator of the PABX;

0 an outgoing call only line



» the originating network shall set a CLI equivalemthe directory number
of the outgoing call only line; and

» the calls shall be set as "O" by the originatingwaek and the calling
party number shall not be displayed in the ternmgatcustomer
equipment;

o a payphone

» the originating network shall set a CLI equivalemthe directory number
of the payphone line; and

» the calls shall be set as "O" by the originatingmoek and the calling
party number shall not be displayed in the ternmmgatcustomer
equipment;

o a mobile inbound roamer

» the originating network of the mobile inbound roarskeall set a CLI with
a prefix level which is equivalent to one of themhering levels allocated
to the mobile network / operator as specified inG#A&3101;

and

» the calls shall be set as "O" by the originatingwaek and the calling
party number shall not be displayed in the ternmgatcustomer
equipment.

9. In the case of an incoming external call, thd GLthe information that
identifies the first landing network or service yider to facilitate call tracing
and billing purposes. In general, the calls shdddclassified as “O” and the
calling party number should not be displayed in teBeminating customer
equipment. The format of the CLI associated withramoming external call is
given in HKCA 3101.

10. Details of the CLI setting for both incomingtemal calls routed from a
Provider and outgoing external calls originatedrfran Operator to a Provider
are given in Annex 1.

Provision of International CLI for calls originated from Hong Kong

11. The Operators and the Providers shall endedwaemsure that international
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CLI information is provided taking into account theelevant ITU-T
Recommendations.

Responsibilities of the originating network
User-to-Network Layer

12. The originating network of an Operator shatl aeorrect CLI in the calls
generated from the customer equipment that camowtde the CLI information.
For customer equipment which allows the customerirtsert the CLI
information at its interface with the public netlpithe originating network
shall validate and ensure the inserted CLI inforomats within the numbering
range assigned to the customer equipment. Thenatigg network shall set the
CLI in the calls generated from those special mglbarties in accordance with
the requirements specified in Section 8. In addjtithe originating network
shall ensure that a call presented for connectoanbther network is correctly
classified at the network boundary and made knawthé receiving network.
To be consistent with the CA's technical speciiwgt the following
classifications apply:

» All calls originating on any network, or any paftamy network, that does
not provide a CND / CNAMD blocking option for thalling party are
classified as "O";

» All calls originating on parts of networks where tballing party has not
been informed that the CND / CNAMD will be availabio the called
party unless he exercises a blocking option arssiflad as "O" or, where
a blocking option has been activated by the callpayty, as "P"

(signifying "private");

» All calls originating on parts of the networks wlaemn option for blocking
CND / CNAMD is available and the calling party hasen so informed
shall be classified as:

< "P " if blocking has been activated by the callpagty; or

< "available" if blocking has not been activated Ihe tcalling party,
signifying that the CLI will be transmitted withorgstriction;

< All calls originating on any network, or any paftamy network, where

CLI is not available for the calling party are didied as "O".
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13. With regard to the choice of blocking CND / &ND to be exercised
by the calling party, originating network operatatsould offer the following
options:

Per line blocking

The Operator shall classify all calls originatirrgrih a specific NTP as "P" as
soon as practicable after being instructed to dbysits customer connected to
that NTP.

Per call blocking

» For Operators not using the GSM standard - alsgakkfixed "133" shall
be classified as "P" while all calls prefixed "#31ghall results in a
number unobtainable tone or a message (unchangding the calling
party that the code "#31#" is not available, ot tha prefix "133" should
be used to inhibit CND / CNAMD to the called parthis classification
takes effect only for that one single call made edmately after dialing
the prefix;

» For Operators using the GSM standard - all cakdiyed either "133" or
"#31#" shall be classified as "P". This classificattakes effect only for
that one single call made immediately after diatimg prefix;

» For those networks or parts of the networks whizimat provide a CND /
CNAMD blocking option for the calling party, a caliefixed by "133" or
"#31#" will still be classified as "O", and will salt in a message
(uncharged) informing the calling party that thewwek is unable to
support CND / CNAMD blocking.

14. With regard to the choice of unblocking CNDCNAMD to be
exercised by the calling party, originating netwanerators should offer the
following options:

Per line unblocking
The Operator shall reclassify all calls originatingm a specific NTP from "P"

to "available"” as soon as practicable after bemstructed by its customer
connected to that NTP.



Per call unblocking

» For Operators not using the GSM standard - alsqakfixed "1357" shall
be classified with "available" while calls prefixéd31#" results in a
number unobtainable tone or a message (unchangiedining the calling
party that the code "*31#" is not available, ortthiae prefix "1357"
should be used to resume CND / CNAMD to the calpedty. The
"available" classification is valid only for thame single call made
immediately after dialing the prefix;

* For Operators using the GSM standard - all calksfiyed "1357" or
"*31#" shall be classified as "available". Thissddication is valid only
for that one single call made immediately aftetidgathe prefix;

» For those networks or parts of the networks whizimat provide a CND /
CNAMD unblocking option for the calling party, a licgrefixed by
"1357" or "*31#" will still be classified as "O",nal will result in a
message (uncharged) informing the calling partyt th@ network is
unable to support CND / CNAMD unblocking.

15. With regard to the blocking and unblocking ops given in Sections 13
and 14, "per line blocking" should be provided wigier call unblocking”, while
"per line unblocking" should be provided with "mail blocking".

16. "CND / CNAMD Blocking Service (per line or peall)", if activated,
will block both the number and, where applicablee CNAMD data of the
calling party. For "CND / CNAMD Unblocking Servigper line or per call)", if
activated, will unblock both the number and, whapplicable, the CNAMD
data of the calling party.

17. All of the above blocking or unblocking optiosisould be operational and
accessible to all customers no later than the pimviof CND / CNAMD and
related services to them. The calling party shawdt be required to pay for
exercising any of the blocking options.

18. If a customer wishes to have his/her CNAMD désplayed to the called
party when making a call from his/her subscribddpigone line, he/she will
have to make prior registration with his /her Opata

19. Only the registered name of the telephonefhoim which the call is made
shall be displayed. If the Operator receives aasgto display a nhame that is

different from the registered name, the Operatatl skquire the production of
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the written authorisation from the registered cowp and also the written
consent from the party whose name is to be disglaye

Networ k-to Network Layer

20. In the case that CND blocking is activated hg talling party, CLI

information is still required to be transferredrfrdhe originating network to the
terminating network but an indicator has to befeetot displaying the CND
information to the called party.

21. If the sending of CNAMD information has beeondied by the calling party,
the originating network should send the CNAMD imf@tion to the terminating
network but an indicator has to be set for not ldigpg the CNAMD
information to the called party.

22. Unless otherwise agreed by the terminating oetwand/or transit
network(s), the originating network should not sémel CNAMD information to
the terminating network that does not provide theA®1D service.

Responsibilities of the terminating network

User-to-Network Layer

23. The Operator of a terminating network offer@iyD / CNAMD or related
services shall ensure that the classification dis cabtained at its network

boundary is maintained in the delivery of that talthe called party. The data to
be delivered shall be as follows:

Classification at Data to be delivered to | Indication at the
interconnection point NTP customer equipment
“Pr P "withheld" indicator or
indicator to the same
effect
“Q” @) "unavailable" indicator
or
indicator to the same
effect
“available” CND and, where the CND and, where
applicable, CNAMD applicable, CNAMD dat#
data
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24. Most importantly, the Operator of the termimgtnetwork should
ensure that CND data and, where applicable, CNAMia ghall be available at
the NTP for display purposes, only for those caldssified as "available". Any
other service that allows the called party to baltk or gain access to the CND
data and, where applicable, CNAMD data shall sirlyilbe available only in
relation to those calls with "available" classifica.

25. Notwithstanding the above, all blocking optidos calls to the emergency
line 999 (or 112 for calls originating from mobitetworks) shall be overridden
in the terminating network, and that the classtiara of "P" or "O" for such
calls shall be ignored and taken as "availabled amatever CND data and
CNAMD data that is available shall be passed adirsHNTP.

26. Where the Operator of a terminating networlersffan anonymous call
rejection service to its customers this servicdl sttd operate in such a way as
to have anti-competitive effects (e.g. by rejectaml calls classified as "O"

without offering the customers the choice otherjviséis does not preclude the
offering of anonymous call rejection services bamedhe customer's choice.

27. Where a terminating network is not offering CMEZNAMD or related
services, no action is required on the basis ot#ieclassification.

Networ k-to-Network Layer

28. If the called party activates the call-forwagli follow-me type of function,
the original terminating network will take the ras a transit network.

Responsibilities of the transit network
Networ k-to-Network Layer for transit routing case

29. The Operator of a transit network shall ensliat the caller's CLI data,
CNAMD data and the call classification do not afterm the point of entry into
its network to the point of exit from its netwoik exceptional circumstances
where the transit network is not capable of mamtg the integrity of the CLI
data and/or classification, the exit classificatodra call should be "P" if the "P"
indicator can be maintained, and "O" if otherwisecircumstances where the
transit network

¢ is not able to maintain the integrity of the CNAMIata but is nevertheless
capable of maintaining the integrity of the CLIaand the call classification, or
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¢ has reached agreement with the originating netwamkl/or terminating
network to suppress the CNAMD data

the CLI data and the call classification should aenunaltered but the CNAMD
data should be suppressed.

Networ k-to-Network Layer for call-forwarding case

30. The CLI of the original caller should be main&l as the CLI information
throughout the subsequent routes from the tramtwark (original terminating
network) to the terminating network.

31. Unless otherwise agreed by the terminating/owdd, the transit network
(original terminating network) should not send GEAMD information to the
terminating network that does not provide the CNABHvice.

Responsibilities of the receiving network

32. The responsibility of maintaining the integraf CND data, CNAMD
data, and the relevant classification lies prinyanlth the Operator from which
the data or classification is received. Howevertha event that the network
from which the call is received cannot support Cldssification (e.g. it is an
analogue network), the Operator of the receivingvagk shall classify the call
as "O" at the point of exit.

Consumer education and publicity requirement

33. Operators providing CND, CNAMD and related sm9 are required to
commence a publicity programme to inform their oostrs of the privacy
implications of these services and all the bloclopgjons available to them well
before the formal launching of any of these ses/ic€ustomers should
specifically be informed that CND data and, wheppli@able, CNAMD data
will be forwarded unless the blocking has beenvatéd. The publicity
programme should include the circulation of infotima leaflets to customers
and publicity to the satisfaction of the CA. Enguiotlines should also be made
available. Operators are expected to cooperateeaith other to ensure that the
messages customers receive are not confusing.
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Technical standard

34. Operators and Providers shall ensure that timeiples and objectives as
stipulated in this code will not be compromisedgspective of the technologies
deployed. Operators and Providers shall observeStiamdardisation Guide
HKCA 3202 issued by the CA in respect of implemg&ataof the network
connection standards.

(a) User-to-Network Layer

A common technical standard is to be adopted byinkestry so that the
customer's equipment used for CND and CNAMD doddhaue to be network
specific. The specifications currently in force &i€CA 2012, 2014, 2015, 2018,
2022, 2026 and 2027, copies of which may be retdefrom the web site
http://www.ofca.gov.hk.

(b) Network-to-Network Layer
For technical details on the sending of CLI infotima across networks, the
Operators and the Providers should refer to HKCA22and HKCA 2203 and

any revision published by the CA, copies of whicaynibe retrieved from the
web site http://www.ofca.gov.hk.

Office of the Communications Authority
January 2015
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1.1

1.2

1.3

Annex 1 — CLI Setting for External Calls routed viaETS Providers

CLI Setting for Incoming External Calls originated from ETS
Providers

When ETS providers use the network-to-network siathdspecified in
Section 34(b) for connection to the directly conedcfixed Operators,
ETS providers shall insert the correct CLI informatinto the calls at the
outgoing routes of the ETS platforms in accordanite HKCA 3101. The
calls shall be set as “O” by ETS providers. Thesctly connected fixed
Operators shall verify the correctness of the Chfoimation and
classification inserted by the ETS providers.

When ETS providers use the equipment which canatpgsertion of CLI
but is not based on the standard specified in @e&4(b), they may insert
the correct CLI information into the calls at th&going routes of the ETS
platforms or provide the correct CLI informationttee directly connected
fixed Operators for the CLI insertion in accordamgth HKCA 3101. The
calls shall be set as “O” by the directly connectiedd Operators. The
directly connected fixed Operators shall verify twrectness of the CLI
information if the CLI is inserted by ETS providerShe decision on
whether the ETS provider to insert the CLI or tirecly connected fixed
Operator to insert the CLI should be subject to mhetual agreement
between the two parties.

The directly connected fixed Operators have torine CLI information
for those ETS providers who use the equipment ¢hanot support the
insertion of the CLI information. ETS providers leaw provide the correct
CLI information to the directly connected fixed Qa®rs for the CLI
insertion in accordance with HKCA 3101. The callalsbe set as “O” by
the directly connected fixed Operators.
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2.1

2.2

2.3

CLI Setting for Outgoing External Calls originated from the
Operators

When ETS providers use the network-to-network saeshdspecified in

Section 34(b) for connection to the directly corteddixed Operators, the
directly connected fixed Operators shall pass thé & the incoming

routes of the ETS platforms to the ETS providers.

For ETS providers using standards other than fietised in Section 34(b)
for connection to the directly connected fixed (ypers, the directly

connected fixed Operators may pass the CLI to th® groviders at their

own discretion.

In case the call is classified as “P” or “O”, thel@eceived by the ETS
providers shall not be disclosed to any other thady.
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