BEKEERMAE Your Ref ZRERAE5R:
OFFICE OF THE
= COMMUNICATIONS AUTHORITY Our Ref ZAE#&E5H%: OFCA/R/CW/35/3 C

28 May 2015

By Email

Circular letter to all

- Unified Carrier Licensees (authorised to providefixed internal
servicesor mobile services)

- Fixed Carrier Licensee:

- Mobile Carrier Licensees

- ServicesBased Operator Licensee for Class 1Service,Class 2
Service,or Class 3 serviceMobile Virtual Network Operator
Servicesand External TelecommunicationsServicesonly)

Dear Sir/Madam,

Local Access Charge¢(“LAC”) Bypass in relation tc
Voice over Internet Protocol (“VoIP”) Service:

At the eighthmeeting of théfelecommunications Regulatory Affa
Advisory Committee (“TRAAC”) held on 21 April 201%he issue of LAC
bypas$ in relation to VoIP services was discus vide the TRAAC Pape
No. 2/2015> The Office of the Communications Authorit‘OFCA”) put
forwarda number of measurisuggested fo¥olP service providerto adopt
to prevent theircustomers from engaging ILAC bypas: activities.
Membersof the TRAACwere generally supportive @FCAs suggestion
and agreed that aircular lettershould be issuedy OFCAto all relevant
licensees toemind themof the existing regulatory regime for VoIP servi
and the measurethat should be implementedy themto prevent their
customers from engaging LAC bypass activities.

! “LAC bypass’refers to those activities relating to tavoidance or evasion tfie payment of LAC b’

providers ofexternal telecommunications servi through disguising the external traffic as localfftc
by making use of improper access codecalling line identificationin contravention of thnumbering
plan for telecommunications services in Hong Karagle of practice relating to the use of thers and
codes and the HKCA 3101, Regulatory Guide for alling Line Identification Format”
(http://www.ofca.gov.hk/filemanager/ofca/en/conteti’5/HKCA3101_en.pJ. For Services-Based
Operator licensees, the proper access codecalling line identificationfor the provision olexternal
telecommunications servic are 15xx, 16xx or 30(5-9)x.
http://www.ofca.gov.hk/filemanager/ofca/en/contéti7/traac2_ 2015 p.p
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This circular letter is issued to all relevant heees who may be
involved in the provision of VoIP services. Theelnsees should take heed
of the key underlying principles of the existingyuéatory regime for VolP
services and implement the measures as set obisircitcular letter. The
implementation of the measures will contribute lte prevention of LAC
bypass activities and the safeguarding of fair cstitipn in the External
Telecommunications Services (“ETS”) market.

Regulatory regime for VoIP services

The regulatory regime for VolP services was intictl in 2005
after an industry consultation. The details of tegime are set out in the
following documents (which may be downloaded frdme tinks identified
below) -

(@) the former Telecommunications Authority (“TA”) statent entitled
“Regulation of Internet Protocol (IP) Telephonysugd on 20 June
2005

(b) the former TA statement entitled “Services-Base@r@r Licence”
issued on 6 January 2006;

(c) the “Code of Practice Relating to the Use of Numalserd Codes in
the Hong Kong Numbering Plai”and

(d) the former TA statement entitled “New RegulatorygiRee for
Local Access Charge” issued on 23 December 2011.

The key underlying principles

Due to the nomadic nature of VOIP services, praindgpiusers from
using VolP services with Hong Kong telephone nuralar places outside
Hong Kong may not be practicable or enforceableesides, the prohibition
would also restrict users from benefiting from tak capabilities of the VoIP
technology. Therefore, for practical reasons, #wsting regulatory
framework provides that WolP traffic communicateeitvileen Hong Kong

http://tel_archives.ofca.gov.hk/en/tas/ftn/tas2 @AD pdf
http://tel_archives.ofca.gov.hk/en/tas/ftn/tas2 Q0@ pdf
http://www.coms-auth.hk/filemanager/statement/elvag/320/cop20150415e.pdf
http://tel_archives.ofca.gov.hk/en/tas/intercontie20111223.pdf
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telephone numbers is treated as local calls evength one of the ends is
physically located outside Hong Kong.

Despite WoIP services may be used by users at eagrdocal
telephone numbers are allocated by OFCA to licerggeetators in Hong
Kong for assignment to their customers to represecdl “addresses” or
“network terminating points” for communications migi over the local
networks. Licensed operators are also requiredcdmply with the
following requirements in providing VoIP services -

(a) Hong Kong telephone numbers must not be “sold’passed to
overseas operators to enable the overseas opetatassign the
numbers to their own customers;

(b) VoIP service providers should maintain a direapplier-customer
relationship with the end-users, or be involvedoiperating or
maintaining the VoIP services enjoyed by the ersraisssigned
with the Hong Kong telephone numbers; and

(c) the VoIP services (particularly Mode’ 3hould not be used for the
provision of ETS from overseas to Hong Kong, e.gr the
conveyance of third-party’s traffic from the publiswitched
telephone network (“PSTN”) at overseas to the P&TNong Kong
by using local telephone numbers as the Calling Ldentification
(“CLI") for such external traffic, as illustratedybthe diagrams
shown at the Annex.

OFCA's enforcement roles in tackling LAC bypass agvities

The engagement of LAC bypass activities constitutas
contravention of the Telecommunications Ordinanc€ap( 106)
(“Ordinance”) and/or the conditions of the relevaetecommunications
licences (e.g. special conditions 7.1 and 8.1 efS3krvices-based Operator
Licence). OFCA has been monitoring the marketjusiag conducting

" Mode 3 \olIP services are provided by an operatoan application on the Internet which is accessed

through any broadband connection of which the sepplas no commercial agreement with the VolP
service provider. The VoIP user may use the seririca nomadic way, i.e. at any location as long as
broadband connection is accessible.



various test calls in Hong Kong and at oversea#l) wiview to identifying
any illegal activities. If there is prima faciei@ence for any LAC bypass
activities, OFCA will initiate an investigation armbllect evidence from all
avenues, including from the party in question andmf the
telecommunications licensees which have been imdbiv the activities.
OFCA may also conduct site inspection, raid openaéind other activities as
appropriate.

Once sufficient evidence has been collected, OFQA take
enforcement actions against the party responstoléht illegal activity. If
the LAC bypass activity is connected with a licehselecommunications
services, the concerned licensee may be in brehtiedOrdinance and/or
the conditions of the relevant telecommunicatiaosrice (as the case may
be). The Communications Authority may, pursuanséction 36C of the
Ordinance, impose a financial penalty of an amouot exceeding
HK$200,000 for the first occasion on which a penadtimposed. If the
LAC bypass activity is connected with an unlicensegeration, the
responsible party may be prosecuted for havingravaehed section 8(1) of
the Ordinance and if convicted, the party shallliable to a fine up to
HK$100,000 and to imprisonment for 5 years.

Measures to be implemented by licensees providingWP services

While OFCA will continue to handle the enforcemewirk as a
priority, we would like to request all licenseeyding VoIP services to
timely implement the following measures to prevémir customers from
engaging in LAC bypass activities by using the Vledipvices -

(a) Bealert to unusual request for services

As VolIP services have the characteristics that beaysed by users
in @ nomadic manner, licensees providing VolP sewvishould be
cautious when providing VoIP services to custonvdne request a
large quantity of Hong Kong telephone numbers dauincto have a
large volume of traffic. If there is an indicatitimat the customers
would likely use the VoOIP services substantially @terseas,
licensees should consider declining the serviceiesigand report
the matter to OFCA.



(b) Ensure that customers are clear that the VoIP services cannot be

used for the provision of ETS

Licensees providing VoIP services must ensurettigt customers
are clear that the VolP services cannot be useth@®provision of
ETS, e.g. for the conveyance of third-party’s icaffom overseas
PSTN to Hong Kong PSTN. The restriction shouldcbaveyed
clearly to the customers (such as by stating tlsé&ricéon in the
service contract) and acknowledged by customersréethe
commencement of service provision.

(c) Closely monitor the usage and traffic pattern of customers

Licensees providing VoIP services (particularly Mag) should set
up an effective mechanism to closely monitor thagesand traffic
pattern of customers. Regular reviews should bedected to
verify whether the provision of VolP services tce tioustomers
remains appropriate. If there is evidence thatihi® services are
being used improperly (e.g. the VoIP services asgluntensively at
various countries at the same time), licensees ldh@eek
representations from the concerned customers gowttrine matter
to OFCA. In case of no acceptable explanation frimenconcerned
customers, licensees may proceed to suspend ongarthe VolP
services. To do so, licensees should ensurehbgtitave the right
to suspend or terminate the service pursuant taeims of their
service contracts with the customers.

Should you have any enquiry on the matter, pleasdact the
undersigned or Mr Danny Wong at 2961 6223.

Yours faithfully,

(Esmond Chiu)
for Director-General of Communications



Annex

Use of Vol P Services

Allowed scenario

8

Hong Kong Overseas

Local Subscriber Local VolP VolP
Numbers with Prefixes Network Service =~ [%------ b Customer
2x, 3x, 5x, 6x, 8x, 9x Operator Provider Public (Nomadic)
Internet
Prohibited scenario
Hong Kong Overseas
ﬁ
Local Sul.:)s::rlber. Local VolP VolP Overseas
Numbers with Prefixes Network Service =~ [%------ b Customer
Public PSTN

2x, 3x, 5x, 6x, 8x, 9x Operator Provider (Nomadic)

Internet
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